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1 TD Bank does not control the content or privacy policies associated with any third-party websites provided. 
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Resources at your Fingertips

TD Bank | Fraud and Cyber Crime Awareness

Resource Link1

American Bankers Association (ABA) https://www.banksneveraskthat.com/

Association for Financial Professionals (AFP)

• 2021 Payments Fraud & Control Survey

https://www.afponline.org/publications-data-

tools/reports/survey-research-economic-

data/Details/payments-fraud/

Cybersecurity and Infrastructure Security Agency

• CISA Insights

https://www.cisa.gov/insights

FBI: Coronavirus Updates https://www.fbi.gov/coronavirus

Small Business Administration (SBA)

• Fraud Alerts

• Office of Inspector General Hotline

https://www.sba.gov/document/report-sba-programs-

scams-fraud-alerts

https://www.sba.gov/about-sba/oversight-

advocacy/office-inspector-general/office-inspector-

general-hotline

Treasury Perspectives Survey (2020)

Strategic Treasurer and TD Bank

https://strategictreasurer.com/2020-treasury-

perspectives/

TRUST | ADVICE | SECURITY

https://strategictreasurer.com/2019-treasury-fraud-controls/
https://strategictreasurer.com/2019-treasury-fraud-controls/
https://www.cisa.gov/insights
https://www.fbi.gov/coronavirus
https://www.sba.gov/document/report-sba-programs-scams-fraud-alerts
https://strategictreasurer.com/2020-treasury-perspectives/
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Principle of 

Least  Privilege

Multi-factor 

authentication

Segregation of Duties
Policies, Procedures

Encrypt / Protect Sensitive Data
at rest and in transit

Network Security
Firewall / Antivirus / Antispyware

There's no 

"silver bullet" to 

stop fraud.

LAYERING your 

defenses is the 

best approach.
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10 COMMON RISK MANAGEMENT PRACTICES
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TD Bank | Fraud and Cyber Crime Awareness

Cultivate a Risk Management Culture within the organization

Mandate Process Controls including dual control and segregation of duties

Validate the security of a website's URL and avoid public WiFi for banking and payments

Pick up the Phone to authenticate ALL payment requests (internal & vendor)

Inspect Bank Accounts Daily and reconcile frequently to spot potential fraud

Structure Bank Accounts to isolate activities and leverage inherent controls 

Use Fraud Deterrent Banking Services like Positive Pay, ACH Blocks/Filters, etc.

Monitor Information with credit reporting agencies and state record databases

Initiate Background Checks on ALL employees and contractors

Notify the Bank & Law Enforcement if you are under attack
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• Payee Positive 
Pay for Checks

• Positive Pay for 
ACH

• ePayables

• Reconciliation 
Services

• Multi-factor 
Authentication

• Segregation of 
duties via system 
user entitlements

• Timely and robust 
reporting

• Secure, central 
location for 
vendor payment 
instructions

• Encrypted data in 
transit and at rest

Mitigation Tips for Prominent Fraud Types
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SecureTreasury | Fraud and Cyber Crime Awareness
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Cyber Threats: Phishing
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Source: VIPRE

Stages of BEC
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Ransomware Mitigations – Defend Today, Secure Tomorrow

Source: www.CISA.gov
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SBA: Be Aware of Scams and Fraud Schemes

Source: www.SBA.gov

http://www.sba.gov/
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